Securing and Auditing Active Directory - ASO402
Proven Strategies for Maximizing the Results of Your Windows Audits

Seminar Focus and Features
In this seminar you will gain the skills you need to perform a detailed audit of an Active Directory network. You’ll be guided through each step of the review, from scope and planning through evidence extraction and analysis, to writing up your findings. You’ll learn how to collect as much information as possible from the network so you don’t have to rely on interview questions, and learn how to efficiently determine which computers in the network should be reviewed. You will compare the differences between Active Directory running on Windows Server 2000, 2003, and 2003 R2 domain computers, find out about the new features in each version, and learn how to modify your methodology accordingly. 

You will discover secrets for quickly extracting the evidence you need without wearing out your computer’s print-screen button or monopolizing your administrator’s time. You’ll determine which controls are important to review at each level, starting with forests down through trees to domains, domain-controllers and finally member servers. You’ll cover time-saving tips, including which kinds of trust relationships are important to assess and which aren’t; which pieces of evidence you need to extract for each domain controller; and which you can extract from just one. You’ll learn how to use resource kit utilities, shareware programs, as well as how to analyze results and identify risks. You’ll master techniques for assessing administrative authority in AD; identifying arcane risks associated with the forest root domain; and assessing forest, tree domain, organizational unit structure, and group policy. 

You will gain an understanding of how Active Directory relates to Windows Server security and how AD’s Group Policy technology makes it possible to control Windows Server security settings centrally. You will learn how to determine whether crucial best practice techniques were followed in the design of your organization’s forests and domains. You'll discover crucial features of Active Directory’s monitoring capabilities that facilitate compliance with Sarbanes-Oxley requirements.

In this detailed seminar you will discover how to tell if your administrators are really reviewing security logs as often as they say they are and get pointers on detecting lax account management.  At the conclusion of the course you will perform an audit of a network. 

Prerequisite:  Securing and Auditing Windows® Server 2003 or equivalent knowledge. Learning Level: Advanced

Who Should Attend
System and Security Administrators; Information Security Managers and Analysts; Network Administrators; Security Architects; Information Technology Auditors and Consultants
What You Will Learn
1. Active Directory Structure
- trees and forests
- domains and organizational units
- site objects
- Group Policy objects
- trust relationships
- built-in groups
- cross-forest trusts
- global catalog
- schema 
2. Active Directory Security
- password policy
- lockout policy
- Kerberos policy
- user account controls
- mixed mode vs. native mode
- functionality levels 
3. Administrative Authority in Active Directory
- built-in groups
- access control lists
- delegated administrative authority 

4. Relating Active Directory to Windows Server
- Windows host security
- local users vs. domain users
- local groups vs. domain groups
- domain controllers
- member servers 

5. Centralized Security Configuration with Group Policy
- how Group Policy works
- Group Policy inheritance
- computer configuration
- Windows security settings
- user configuration
- Group Policy Management Console 

6. Audit Planning and Scope
- determining Windows audit scope and depth 
- enumerating forests, domains, and computers
- selecting relevant forests, domains, and computers
- Group Policy vs. sampling of effective settings
- planning interviews 

7. Collecting Evidence
- forest-level evidence
- domain-level evidence
- computer-level evidence
- organizational level evidence
- Group Policy evidence
- Windows 2000 resource kit utilities
- shareware utilities
- scripts
- hands-on exercises: collecting evidence of AD forest using freely available utilities and licensed reporting tools 

8. Analyzing Evidence
- tailoring your audit program
- understanding reports and other evidence
- evidence caveats
- what to look for in each report and screen-print
- writing your findings and recommendations
- hands-on exercises: analyzing evidence; identifying findings, risks, and recommendations
