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Background

A recent KPMG International survey revealed:

• Only 50% of respondents believed IT governance was an integral part of 
their organizations’ corporate governance structure

• Only 50% believed there are risks in not aligning IS with the organizations’
overall business goals

• 83% said there is room for improvement in their company’s IT governance 
structure

• Only 59% said their organization took corporate governance seriously

Conversely, a Governance Metrics International study showed that businesses 
with strong governance structures outperform those with weak ones in terms of 
shareholder return.
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Introduction to IT governance

Currently there is an increased focus on IT governance as a result of:

• Recent legislations such as Sarbanes-Oxley, varied privacy legislations, etc.

• Increased focus on internal control effectiveness and efficiency

• A need for increased alignment between IS and business objectives

• Increasing requirements to appropriately identify and mitigate risks

• Increased need to measure IS performance against goals

• Rapid business and technology changes

The need for effective technology governance has never been greater than it is 
right now. 
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IT governance illustrated

focuses on the:

strategies

organizational structures

policies 

internal processes 
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necessary within the IS function to: 

• control risks

• achieve regulatory compliance

• measure performance 

• deliver value
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Current state of IT governance

Legislation is forcing 
Risk Management

Competition and market 
pressures are forcing 

Performance 
Improvement

Good IT governance 
can help an organization 

balance these opposing forces

Risk and 

Compliance

Value and 

Performance
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Current state of IT governance

Good IT governance 
can help an 
organization 
balance risk 
management and 
performance 
improvement forces

Legislation is forcing the 
pendulum toward the 
Risk Management axis

Competition and market 
pressures are forcing 
the pendulum toward 
the Performance 
Improvement axis
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How does Sarbanes-Oxley fit into IT governance?
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Benefits of good IT governance

• Alignment of IS with business goals

• Provides a way to measure and manage performance against goals

• Mitigates risk

• Facilitates compliance with external legislation and regulations – e.g. Sarbanes 
Oxley 404

• Delivers value

• Improves control over the delivery of new systems and services

• Assists in delivering professional IS service to the enterprise

• Facilitates effective communication between IS and the business

• Enables the IS function to increase internal and external customer satisfaction 
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Elements of  IT governance
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Elements of  IT governance
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Elements of  IT governance

Business alignment:
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Elements of  IT governance

Potential business alignment risks:

• There may be no structures in place to support the overall IS and business 
plan

• There may be a negative perception of IS within the business 

• There may be no board representation of IS, or the representative may not 
consider IS as an integral player in the achievement of the business 
strategy 

• There may be no tools in place which are able to monitor and report on 
management structures within the organization

• There may be a high turnover of IS staff and IS representation may be 
infrequent and inconsistent

• There may be insufficient budget / time allocated to the various
management structures for them to operate efficiently
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Elements of  IT governance

Potential business alignment risks continued:

• There may be a lack of communication within the organization on the 
importance of the IS management structures.

• There may be no IS strategy in place and the management structures may 
not have guidance and direction.

• Over funding a non-critical area or under funding a critical area

Potential impacts arising from business alignment r isks:

• IS may not receive adequate funding without sufficient board representation

• IS may not be able to fulfill its strategy

• There may be no participation from the business

• A lack of management reporting would result in lack of ability to monitor 
processes



)�© 2006 KPMG LLP, the Canadian member firm of KPMG International, a Swiss cooperative. All rights reserved.

Elements of  IT governance

Performance management:
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Elements of  IT governance

Potential performance management risks:

• There may be a negative attitude within the organization and employees 
may not want to comply to Service Level Agreements (SLAs)

• Critical business processes may not be documented and measuring 
impacts to business processes would be difficult to measure 

• SLAs may not exist or may be poorly drawn up, which would make it 
impossible to measure performance

• SLAs may have unrealistic performance targets

• There may be no measurement processes in place to assess the delivery of 
the service expectations

• Metrics may be outdated and service delivery may not be as effective and 
efficient as it should be

• SLAs may be outdated and refer to old technologies or processes
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Elements of  IT governance

Potential impacts arising from performance manageme nt risks:

• Business and IS strategies may be misaligned and the SLAs may be drawn 
up to satisfy incorrect objectives

• The success of vital business processes may depend on effective 
functioning of IS processes and would therefore suffer

• IS may become a technology-driven rather than a business-driven line 
activity

• While overall IS performance may be good, it may be inadequate based on 
business requirements 

• The business may not achieve its best possible performance and may lack 
competitive advantage
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Elements of  IT governance

Risk management:
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Elements of  IT governance

Potential risk management risks:

• Control designs are not optimized resulting in manual vs. automated and 
reactive vs. preventative controls

• Compliance requirements are not known or effectively managed

• People, process and technology risks have not been identified, assessed 
and managed

Potential impacts arising from risk management risk s

• Controls are not appropriate, effective or efficient

• Non-compliance with applicable legislations and industry requirements 
could result in financial sanctions, legal action and brand damage

• Organizational risk appetite unknown and not effectively managed resulting 
in unmitigated residual risk 
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Elements of  IT governance

Investment management:
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Elements of  IT governance

Potential investment management risks:

• There may be no long-range plan in place which details financial 
management of people, processes and technology in support of the overall 
IT and business plan

• There may be no financial allowances made for IS emergencies which 
business processes heavily rely upon

• There may be no formal tools in place to develop, monitor and maintain IS 
budgets

• There may be frequent and costly service interruptions which are not 
accounted for 

• There may be a high turnover of Finance staff and new personnel may not 
have adequate training  

• There may be a lack of awareness of the importance of budgeting and 
monitoring spending on IT
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Elements of  IT governance

Potential investment management risks continued:

• There may be insufficient budget allocated to IS financial management to 
effectively fulfill the function

• All of the costs of projects (including people, process and technology) may 
not be understood / accounted for

Potential impacts arising from investment managemen t risks:

• The organization may incur unnecessary costs due to inefficient budgeting

• Funding may run out if budgeting is not properly planned and managed

• Inappropriately allocated funding may result in lack of funding for 
necessities

• There may be no benchmarking performed to track spending and savings 
from year to year
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Frameworks for IT governance

• COBIT framework:
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Frameworks for IT governance

• Val IT framework:
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• COBIT and Val IT mapping:

Frameworks for IT governance
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Frameworks for IT governance

• Calder-Moir framework:
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• Tools to improve IT governance: 

Frameworks for IT governance
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Frameworks for IT governance

• External forces

• Forces that impact the enterprise as a whole. These would include 
industry and competitor factors as well as legislation and regulations 
applicable to the organization

• Internal considerations

• Factors that are specific to the enterprise but are broader than IS. 
These would include the overall business strategy, the chosen 
business model, the organizational structure and the corporate culture

• IS strategy understanding

• The business’ view of IS, the current state of IS and future plans for IS
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Frameworks for IT governance

IT governance itself consists of two aspects, namely:

• Governance framework – this is the top-down structure whereby the 
IS strategy and governance is developed and implemented within the 
enterprise, and includes aspects such as organizational framework, 
strategic planning, policies and procedures

• Governance activities – governance elements such as 
communications, performance management, compliance, risk 
management and resource management are necessary within the 
operational processes whereby IS is managed on a day-to-day basis
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Frameworks for IT governance

The governance framework assists in the implementation of the 
information strategy and the governance of information:

• Organizational Framework – The structures whereby IS reports into / 
takes direction from the business as well as the organizational 
structures, roles and responsibilities within IS

• Strategic Planning – The process whereby the IS strategy is 
developed

• Management Structures - The various management structures 
responsible for deploying the strategy and management of IS – most 
of these should have participation by representatives of the business

• Policies & Standards - The development and implementation of 
policies and standards for the organization that allow for the 
standardization and managed development of the IS functions
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Frameworks for IT governance

IS operational processes

These are processes whereby IS is managed on a daily basis. These 
processes should be designed in such a way as to include IT governance 
activities that would assist them in operating as designed.

• Solution Development – planning and implementing systems 
(including applications, databases, and infrastructure)

• Project Management - management of all projects and monitoring 
system development lifecycles

• Security Management - security tailored to the organization, ongoing 
assessments, anti-virus, firewalls, intrusion detection

• Availability Management - Disaster Recovery Planning (DRP) and 
Business Continuity Planning (BCP)
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Frameworks for IT governance

IS operational processes continued

• Service Management - Service Level Agreements (SLA’s), managing 
third-parties, user satisfaction surveys

• Financial Management - budgeting across IS as well as for projects, 
timekeeping systems

• Operations Management – application, database, network 
management, back-ups & recovery, batch processing, shift handovers

• IS Audit - integration into internal audit function, IS audit plan, how 
quickly the organization responds to issues, keeping up to date with 
audit regulations

• Support Management - service / help desk, incident management, 
first, second and third line support
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Frameworks for IT governance

IS operational processes continued

• Change Management – change management process, configuration 
management, authorization, change advisory boards and release 
management

IS process elements

• Performance Management – measuring the performance of 
resources within the organization by means of collating and 
communicating metrics

• Risk Management - activities to ensure that risks specific to the 
process are identified and mitigated
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Frameworks for IT governance

IS process elements continued

• Resource Management - activities to ensure that the correct 
resources (both people and technology) are assigned to the correct 
tasks.  Recruiting and training of staff, capacity planning

• Communications - activities to ensure that adequate communication 
takes place both between IS processes as well as between IS and the 
business

• Compliance - with both external legislation/regulations and internal 
policies, procedures and standards
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Assessing IT governance

1. Understand IS governance context and strategy – develop an understanding of:

2. Process assessment of the IS governance framework and the IS governance 
activities:

including business view of 
IS, current state of IS, as 
well as future plans

e.g. business strategy and 
goals, corporate culture, 
etc.

e.g. industry regulations, 
competitors, etc.

IS StrategyInternal ConsiderationsExternal Forces

a blend of leading 
practices, including 
COBIT, ITIL, BS15000, 
BS7799, as well as KPMG-
proprietary questions

a set of leading practices 
for IT processes, 
promoting a quality 
approach to achieving 
business effectiveness and 
efficiency in the use of 
information systems

a generally applicable and 
accepted standard for 
good Information 
Technology (IT) security 
and control practices

Blended ReviewITIL (IT Infrastructure 
Library ) review

COBIT review
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Assessing IT governance

3. Process Maturity mapping:
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Assessing IT governance

Initial maturity level:

•The IS environment is not stable, and there is a lot of reactionary “firefighting”
behavior

•The organization tends to over-commit and has difficulty meeting deadlines 
with an orderly process, resulting in a series of crises 

•Management procedures and performance are unpredictable 

•Processes are not documented and IS functional areas operate as separate 
“silos"

•Because of inadequate planning, IS does not support long-term business 
needs and support of current operations may be affected  

•In spite of this, immature organizations may develop solutions that work though 
they will exceed budget and schedule

•Success cannot be repeated unless the same individuals are leveraged over 
and over again
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Assessing IT governance

Repeatable maturity level:

•Repeatable level organizations have achieved some stability

•Earlier successes can be repeated by virtue of individual expertise  

•IS management practices tend to be based on what has worked in the past 

•Policies for managing IS are immature and not documented  

•Processes tend to be developed piecemeal and in reaction to some event  

•Some IS processes are supported by the business plan but these are 
inconsistently applied and success is sporadic  

•There are some basic IS management controls are in place 

•Problems are addressed in a reactive fashion  

•There is little integration and alignment between processes   

•Some mechanisms may be in place to manage performance or results, but 
these are not consistently applied 
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Assessing IT governance

Defined maturity level:

•Policies, procedures and standards are documented and used across the 
organization  

•The process activities are stable and repeatable

•Process and procedure knowledge is now owned by the organization rather 
than the individuals

•There is a common, organization-wide understanding of activities, skills, roles, 
and responsibilities

•The organization begins to develop service level agreements for key 
operational areas and achieves some coordination toward common business 
service goals

•The organization has established a technology plan with a reasonable level of 
depth and breadth to be able to manage the various functional IS areas
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Assessing IT governance

Defined maturity level continued:

•The organization can respond to change in support of current business needs  

•A training program exists so that staff and managers have the knowledge and 
skills required to fulfill their roles

•There is some investment in automation of management functions, and 
infrastructure management tools are selected and deployed, though they may 
not be optimized or customized  

•There is an emphasis on costs, schedules, and functionality, although quality is 
also tracked 
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Assessing IT governance

Managed maturity level:

•The organization emphasizes quality, appropriate technology use and 
productivity

•Mature, predictable processes and IS management functions operate 
effectively 

•Well-established processes and defined roles exist.  These are integrated in 
support of overall business objectives  

•The appropriate level and depth of skills are in place, and a formal training 
program is in place 

•Communication lines exist within and between processes to ensure that efforts 
are well coordinated and projects coordinated effectively  

•Metrics and other information to measure and monitor results are utilized 
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Assessing IT governance

Managed maturity level continued:

•Performance is predictable because management processes are accurate, 
stable and measured

•When problems occur, the root cause of the problem can be quickly identified, 
prioritized, remedied and reported on

•There is emphasis on problem prevention, automation and on meeting 
customer service levels

•The organization has selected, customized and deployed the appropriate set of 
tools to manage most IS resources 

•The organization has developed some level of end-to-end business process 
management
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Assessing IT governance

Optimized maturity level:

•The organization is focused on continuous process improvement 

•The organization strives to improve the range and capabilities of IS, thereby 
improving the performance of business processes

•Improvements are made through procedural advances and by innovations 
using new technologies

•The organization can identify weaknesses and strengthen management 
processes proactively and is oriented toward problem prevention 

•Data is available to help determine the cost/benefit analyses of new IS 
management technologies and proposed changes to management processes  

•Technology innovations may be identified and leveraged by the organization 

•Functional teams analyze problems to determine their root causes, removing 
any errors or faults and improving IS management effectiveness
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4. Recommendations are 
developed to assist in 
bridging the process maturity 
gaps identified

A remediation plan is 
developed which identifies 
tasks, dependencies, timeline, 
etc.
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Assessing IT governance
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Assessing IT governance
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Additional sources of IT governance information
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Additional sources of IT governance information

• ITIL – IT Infrastructure Library (www.itil.co.uk)

• COBIT – Control Objectives for Information and Relat ed Technology 
(www.isaca.org)

• Val IT – (www.isaca.org)

• BS15000 – IT Service Management Standard (www.bs15000.org.uk).

• ISO/IEC 17799 / BS 7799 – ISO/IEC 17799 and BS 7799 refer to the 
Information Security Management Standard (www.bsi-
global.com/Corporate/17799.xalter)

• IT Governance Institute – (www.itgi.org)

• Calder-Moir Framework – (www.itgovernance.co.uk)

• Center for Information Systems Research – (www.mitsloan.mit.edu/cisr)

• KPMG Information Risk Management –
(www.kpmg.ca/en/services/advisory/err/inforiskmgmt.html)
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IT governance checklist

• Does IS have the appropriate level of representation on the executive 
management committee?

• Do non-executive directors understand the key IS risks facing the 
organization?

• Have clear and separate accountabilities for IS governance and IS 
management activities been assigned?

• Have IS strategies been agreed and understood by both IS and the business 
unit management?

• Has the business agreed on objectives and performance metrics for IS that 
include measurement of the value that IS generates?

• Does the same project governance operate for both IS and business projects 
that involve all the key stakeholders?
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IT governance checklist continued

• Does IS operate with the same risk management processes as the rest of the 
business, and how formal are the processes—for example, is audit involved 
when major changes are being made?

• Are education programs in place to ensure the business gets the most value 
from IS?

• Does IS management understand the business strategy and priorities and 
reflect these in its decisions?
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Closing comments and discussion

• There is no “silver bullet” solution for IT governance

• There are many things to consider, including legislation / regulations, 
corporate structure and culture, the importance of IS to the organization, etc.

• Several frameworks / leading practice / guideline sources exist

• Governance needs to be tailored to each organization – there is no “one size 
fits all”
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